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P root@ubuntu: /romefhera. ! =8
root@ubuntu: /home/hero$ dhclient -
Tnere 1is already a pid file /var/run/dnclisnt.pid with pid 4423

killed old client process, removed PID file

Internet Systems Consortium DECP Client V3.1.3

Copyright 2004-2009 Internet Systems Consortium.

211 rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/pan0/3e:77:91l:e3:cc:fc
Sending on LPF/pan0/3e:77:91:e3:cc:fc
Listening on LPF/eth0/00:0c:29:4e:0b:db
Sending on LPF/eth0/00:0c:29:4e:0b:db W
Sending on Socket/fallback

DHCPDISCOVER on panl to 255.255.255.255 port 67 interval 3
DHCPREQUEST of 10.252.12.244 on eth0 to 255.255.255.255 port €7
DHCPACK of 10.252.12.244 from 10.252.12.1

* Reloading /etc/samba/smb.conf smbd only

«..done.

bound to 10.252.12.244
root@ubuntu: /home/hero# [

renewal in 1536 seconds.

o P -
root@ubuntu: fhome/hero - . (=& ]
& & i < — e e S—
root@ubuntu:/home/herod ifconfig ethd -
etho Link encap:Ethernet HWaddr 00:0c:29:4e:0b:db

inet addr:10.252.12.244 Boast:10.252.12.255 Mask:255.255.255.0
I ineté addr: £=80::20c:29ff:feds:bdb/6¢ Scope:link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
BX packets:736 errors:0 dropped:0 overruns:0 frame:0
TX packets:225 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:94013 (94.0 KB) TX bytes:35499 (35.4 KB)
Interrupt:18 Base address:0x2000

root@ubuntu:/home/hercf route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.252.12.0 0.0.0.0 255.255.255.0 o ] ] 0 eth0
0.0.0.0 10.252.12.1 0.0.0.0 elcd ] ] 0 eth0
root@ubuntu:/home/herof cat /fetc/resolv.conf

nameserver 202.8.85.3

nameserver 202.2.85.4

domain eepis-its.edu

search eepis-its.edu

root@ubuntu:/hame/herof [|

!

— - ™
£ roct@ubuntu: /home/hero - . - [E=ER =)

4## Uncomment the following two lines to add software from the 'backports'

+# repository.

## N.B. software from this repository may not have been tested as

4% extensively as that contained in the main release, although it includes

4## newer versions of some applications which may provide useful features.

#% Also, please note that software in backports WILL NOT receive any review

## or updates from the Ubuntu security team.

4 deb nttp://id.archive.ubuntu.com/ubuntu/ jaunty-backports main restricted universe multiverse
# deb-src http://id.archive.ubuntu.com/ubuntu/ jaunty-backports main restricted universe multiverse
## Uncomment the following two lines to add software from Canonical's

## 'partner' repository.

4% This software is not part of Ubuntu, but is offered by Canonical and the

## respective vendors as a service to Ubuntu users.

# deb htcp://archive.canonical.com/ubuntu jaunty partner

# deb-src hrtp://archive.canonical.com/ubuntu jaunty partner

deb http://kebo.vlsm.org/ubuntu/ maverick main restricted universe multiverse
deb-src http://kebo.vlsm.org/ubuntu/ maverick main restricted universe multiverse
#deb http://security.ubuntu.com/ubuntu jaunty-security universe

#deb-src http://security.ubuntu.com/ubuntu jaunty-security universe

$deb http://security.ubuntu.com/ubuntu jaunty-security multiverse

#deb-src http://security.ubuntu.com/ubuntu jaunty-security multiverse

#deb http://kebo.vlsm.org/ubuntu jaunty main multiverse restricted universe

roocgubuntu: /mome/herof more /etc/apt/sources.list




rooT@UDUNTL: /nemernero: —t =
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root@ubuntu:/home/hero# apt-get update

[Eit htup://kebo.vlsm.org maverick Release.gpg

Ign http://kebo.vlsm.org maverick/main Translation-en US

Ign http://kebo.vlsm.org maverick/restricted Translation—en_US
Ign http://kebo.vlsm.org maverick/universe Translation-en US
Ign heep://kebo.vlsm.org maverick/multiverse Translation-sn_US
[Hit http://kebo.vlsm.org maverick Release

[Hit nttp://kebo.vlsm.org maverick/main Packages

|Hit http://kebo.vlsm.org maverick/restricted Packages

[Hit ntop://kebo.vlsm.org maverick/universe Packages

Hit http://kebo.vlsm.org maverick/multiverse Packages

Hit htrp://kebo.vlsm.org maverick/main Sources

[Hit nttp://kebo.vlsm.org maverick/restricted Sources

[Hit nttp://kebo.vlsm.org maverick/universe Sources

IHit http://kebo.vlsm.org maverick/multiverse Sources

Reading package lists... Done

root@ubuntu:/home/hercd apt-cache search bind|grep “bind|mere
lbind? - Internet Domain Name Server

lbind9-doc - Documentation for BIND

lbind9-host - Version of 'host' bundled with BIND 9.X
lbind9utils - Ucilities for BIND

lbindfs - mirrors or overlays a local directory with altered permissions
lpindgraph - DNS statistics RRDtool frontend for BINDS
lbindwood - transitional dummy package

root@ubuntu;: /home/nerof [

m




PRAKTIKUM DNS

ey Jo— i e (S -
i i -
£P root@ubuntu: fuarfeacherbind | [E=IE] =
= S — —
root@ubuntu:/var/cache/bind# apt-cache search bindS|grep ~bind9|more -
bind9 - Internet Domain Name Server

bind9-doc - Documentation for BIND
bind8-host - Version of 'host' bundled with BIND 9.X
bindSutils - Utilities for BIND
root@ubuntu:/var/cache/bind# apt-get install bind?
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
bindSutils geoip-database libbind9-60 libdb4.£ libdns66 libgeoipl libi=c60 libiscccé0 libisccfgél
liblwres60 libxml2
Suggested packages:
bindS-doc resolvconf geoip-bin
The following NEW packages will be installed:
geoip-dacabase 1ibbind9-60 libdb4.8 1ibdnsé6 libgeoipl 1ibiscé0 1ibiscccs0 libisccfgél liblwresso
The following packages will be upgraded:
bind9 bindSutils libxml2
3 upgraded, 2 newly installed, O to remove and 1128 not upgraded.
Need to get 5738kB of archives.
After this operation, 10.2MB of additional disk space will be used.
Do you want to continue [¥/n]? []

]

|

# >
B root@ubuntu: fetc/bind
- — —

// be authoritative for the localhost forward and reverse zones, and for
// broadcast zones as per RFC 1812

zone "localhost" {
type master;
file "/etc/bind/db.local";

zone "127.in-addr.arpa" {
type master;
file "/etc/bind/db.127";

zone "0.in-addr.arpa" {
type master;
file "/etc/bind/db.0";

zone "255.in-addr.arpa” {

type master;

file "/ete/bind/db.255";
ki

include "/etc/bind/named.conf.local”;
root@ubuntu:/etc/bind#é cat named.confl]

mn

& rct@ubunis e o |

o e — —
root@ubuntu:/ete/bind$ cat named.conf.local -
//di lab UPPM 10.252.12.244
zone "training.com" IN {
Type master;
file "/var/cache/bind/db.training3";
b

zone "12.252.10.in-addr.arpa” IN {
type master;

file "/var/cache/bind/db.244";

i

root@ubuntu: fete/bindt ]
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P root@ubuntu: /uark_a_(herhmd — Pro— [}

root@ubuntu:/etc/bindf cd /var/cache/bind/
root@ubuntu:/var/cache/bind# 1s

db.179 db.231 db.57 db.72 db.trainingl db.training3
db.183 db.244 db.69 db.training db.training2
root@ubuntu:/var/cache/bind# cat db.training3

; BIND reverse data file for local loopback interface

STTL 604800

@ I S0A training.com. root.training.com. (
1 ; serial
604300 ; Refresh
86400 Retry
\ 2419200 ; Empire
604800 } ; Megative Cache TIL
(l
i IN N5 nsl.training.com
by MK 10 mail.training.com.
wra bt} A 10.252.12.244
mail N N 10.252.12.244
milis N N 10.252.12.244
php N L 10.252.12.244
database patl a 10.252.12.244

||rootEubuntu: /var/cache/bind# [I

m

"
[ 3 -
P root@ubuntu: Narfeache/bind o |

root@ubuntu:/var/cache/bind# cat db.244
; BIND reverse data file for local loopback interface

STTL 604800
@

patl SOR training.com. root.training.com. |
; Serial
604200 ; Refresh
86400 Retry
I 2419200 ; Expire
! 604800 ) ; Negative Cachs TTL
@ N NS nsl.ctraining.com.
l20e N PTR nsl.training.com.
244 patl PTR www . training.com.
242 i FTR mail.training.com.
244 N PTR milis.training.com.
244 IN PTR php.training.com.
244 N PTR database.training.com.

root@ubuntu:/var/cache/bind¥ cat /etc/resolv.conf
nameserver 10.252.12.244

nameserver 202.9.85.3

nameserver 202.9.85.4

domain eepis-its.edu

search eepis-its.edu
root@ubuntu:/var/cache/bind# ||

244.12.252.10.in-addr.arpa
244.12.252.10.in-addr.arpa
244.12.252.10.in-addr.arpa
M [242.12.252.10.in-addr.arpa
244.12.252.10.1in-addr.arpa
244.12.252.10.in-addr.arpa

mail.training.com.
milis.training.com.

= database.training.com.
nsl.training.com.
php.training.com.

= www.Training.com.

root@ubuncu:/var/cache/bind# nslookup www.training.com

j|s==ves: 10.252.12.244
Address: 10.252.12.244453
lName:  www.training.com

Address: 10.252.12.244

root@ubuntu:/var/cache/bind$ nslookup mail.training.com

Server: 10.252.12.244
4 |address: 10.252.12.244#53
Name: mail.training.com

i |Address: 10.252.12.244

root@ubuntu:/var/cache/bind} |

I =
—_ J
T

root@ubunty: fuarfcache/bind | [E=EE
& el - — — !
root@ubuntu:/var/cache/bind$ nslookup 10.252.12.244 -
Server: 10.252.12.244
Address: 10.252.12.244453

n




-
@mm@ubunm:/varfmhe/_him - .

e
root@ubuntu:/var/cache/bind$ dig 10.252.12.244

; <<>> DiG 9.5.1-P2 <<>> 10.252.12.244
printcmd

:; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY

:; QUESTION SECTION:

710.252.12.244. in a
:; ANSWER SECTION:
10.252.12.244. o st n &7

:: BUTHORITY SECTION:

289251 IN NS 2.
289251 1IN NS k.
289251 1IN NS m.
289251 IN NS d.
289251 IN NS e.
289251 IN NS g.
289251 1IN NS i.
289251 1IN NS J.
289251 1IN NS 1.
289251 IN NS £.
289251 1IN NS b.
289251 1IN NS h.
289251 IN NS c.

:; ADDITIONAL SECTION:
a.root-servers.net. 48650  IN n 19

: 13, ADDITIONAL: 14

.215.65.132

root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.
root-servers.

5.41.0.4

net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.




PRAKTIKUM FTP

root@ubuntu:/var/cache/bind# apt-get update A
[Hit http://kebo.vlsm.org maverick Release.gpg

Ion .vlem.org maverick/main Translation-en US
Ian .vlsm.org maverick/restricted Translation-en US
Ign .vlsm.org maverick/universe Translation-en US
Ign .vlsm.org maverick/multiverse Translation-en US
|Hit .vlsm.org maverick Release

lHit .vlem.org maverick/main Packages

[Eie .vlsm.org maverick/restricted Packages

=ic .vlsm.org maverick/universe Packages

| [Fic .vlsm.org maverick/multiverse Packages

.Hit .vlsm.org maverick/main Sources

|Hit .vlsm.org maverick/restricted Sources

e .vlsm.org maverick/universs Sources

.vlam.org maverick/multiverse Sources

Reading package lists... Done

||root@ubuntu: /var/cache/bind$ apt-cache search ftp|grep “proftp|more
lproftpd-basic - Versatile, virtual-hosting FTF dasmon - binaries
[proftpd-dev - Versatile, virtual-nosting FTP daemon - development files
[proftpd-doc - Versatile, virtual-hosting FTP daemon - documentation
|proftpd-mod-ldap - Versatile, virtual-hosting FTP daemon - LDAP module
lproftpd-mod-mysql - Versatile, virtual-hosting FTP daemon - MySQL module

| lproftpd-mod-odbc - Versatile, virtual-hosting FTP daemon - ODBC module
|proftpd-mod-pgsgl - Versatile, virtual-hosting FTP dasmon - PostgreSQL module
|[proftpd-mod-sglite - Versatile, virtual-hosting FTP dasmon - 5QLite3 moduls
[lproftpd - versatile, virtual-hosting FIP daemon
||root@ubuntu:/var/cache/bind¥

G o e R O

root@ubuntu:/var/cache/bind$# apt-cache search ftp|grep “proftp|more -
proftpd-basic - Versatile, virtwal-hosting FTP daemon - binaries

proftpd-dev — Versatile, virtual-nosting FTP daemon - development files
profrpd-doc - Versatile, virtual-hosting FTP daemon - documentation
profrpd-mod-ldap - Versatile, virtual-hosting FTP daemon - LDAP module
profipd-mod-mysql - Versatile, virtual-hosting FTP daemon - MySQL module
proftpd-mod-odbe — Versatile, virtual-hosting FTP daemon - ODBC module
proftpd-mod-pgsql - Versatile, wvirtual-hosting FTP daemon - PostgreSQL module
profrpd-mod-sglite - Versatile, virtual-hoscing FTP daemon - SQLite3 module
proftpd - versatile, virtual-hosting FIP dasmon

root@ubuntu:/var/cache/bind# apt-get install proftpd

|Reading package lists... Done

Building dependency tree

Reading state information... Done

proftpd is already the newest version.

0 upgraded, 0 newly installed, 0 to remove and 1131 not upgraded.
root@ubuntu: /var/cache/bind# ||

P
@mm@ubunm:/uar/mhg/hind- — o

root@ubuntu:/var/cache/bind# nmap localhost -

Starting Nmap 4.76 ( http://mmap.org ) at 2011-11-04 07:09 WIT
Warning: Hostname localhost resclves to 2 IPs. Using 127.0.0.1.
Interesting ports on localhost (127.0.0.1):

[Not shown: 985 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

25/tcp  open  smtp

53/tcp  open domain

80/tcp open http

110/tcp open pop3

111/tcp open rpcbind

139/tcp open netbios-ssn

143/tcp open dimap

445/tcp open microsoft-ds

631/tcp open  ipp

901/tcp open samba-swat

2049/tcp open nfs

3306/tcp open mysgl

5900/tcp open vnc

INmap done: 1 IP address (1 host up) scanned in 0.10 seconds
root@ubuntu:/var/cache/bind# /etc/inic.d/profrtpd restart

* Stopping ftp server profipd [ CcK 1
| = Starting ftp server proftpd
- mod_tls/2.1.2: compiled using OpenSSL version 'CpenSSL 0.9.8g 19 Oct 2007' headers, but linked to Cpe|
InSS[. version 'OpenSSL 0.9.80 01 Jun 2010' library 3

[ oK ]
roct@ubuncu: /var/cache/bind$ || =
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B root@ubuntu: /var/cache/bind

-
root@ubuntu:/var/cache/bind ifconfig ethd -
etho Link encap:Ethernet HWaddr 00:0c:29:4e:0b:db

inet addr:10.252.12.244 Boast:10.252.12.255 Mask:255.255.255.0
ineté addr: £280::20c:29ff:fede:bdb/64 Scope:Link

UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:l

BX packets:E783 errors:0 dropped:0 overruns:0 frame:0

TX packets:5180 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000

RX bytes:895327 (895.3 ¥B) TX bytes:749171 (748.1 KB)
Interrupt:18 Base address:0x2000

root@ubuntu:/var/cache/bind$ ftp 10.252.12.244
Connected to 10.252.12.244.

220 ProFTED 1.3.1 Server (Debian) [
[Name (10.252.12.244:hexro): hero
331 Password required for hero
Password:

230 User hero logged in

Remote system type is UNIX.

Using binary mede to transfer files.
frp> I

£ff£:10.252.12.244]

m

-
P root@ubuntu: Aarfcache/bind
Connected to 10.252.12.244. -
220 ProFTPD 1.3.1 Server (Debian) [::ffff:10.252.12.244)

|Name (10.252.12.244:hero): hero

331 Password required for hero

Password:

230 User hero logged in

Remote system type is UNIX.

[Using binary mode to transfer files.

frp> 1s

200 PORT command successful

150 Opening ASCII mode data connection for file list

druxr-xr-x 3 hero hero 4096 Nov 27 2010 adminduk
| [axuxr-xr-x 3 root root 4096 Dec 14 2010 backup
3 nero nero 4096 Nov 30 2010 coba
2 hero hero 4096 Nov 25 2010 Desktop
2 hero hero 4096 Nov 25 2010 Documents
1 hero hero 357 Nov 25 2010 examples.desktop
2 nero hero 4096 Nov 22 2010 library java
5 hero hero 4086 Dec 15 2010 Maildir
2 nero nero 4026 Nov 25 2010 Music
1 hero hero 250245120 Jul 2 2010 netbeans-6.9-ml-linux.sh
4 hero hero 4096 Nov 27 2010 NetBeansProjects
2 nero hero 4096 Nov 25 2010 Pictures
6 nero hero 4086 Jan & 2011 program
2 nero nero 4086 Nov 25 2010 Public
2 hero hero 4086 Oct 7 13:02 public_html
2 hero hero 4096 Nov 25 2010 Templates F
druxr-xr-x 2 hero hero 4096 Nov 25 2010 Videos L
orusr-sr-s 2 nero hero 4096 Nov 26 2010 xml 3
226 Transfer complete
fep> I -
L /

" e

P root@ubuntu: Arcache/bind
5 hero hero 4096 Dec 15 2010 Maildir -~
2 hero hero 40386 Nov 25 2010 Music
1 hero hero 250245120 Jul 2 2010 netbeans-6.9-ml-linux.sh
4 hero hero 4096 Nov 27 2010 NetBeansProjects
2 hero hero 4096 Nov 25 2010 Pictures
6 hero hero 4096 Jan & 2011 program
2 hero hero 4096 Nov 25 2010 Public
2 hero hero 4096 Cct 7 13:02 public html
2 hero hero 4086 Nov 25 2010 Templates
2 hero hero 4096 Nov 25 2010 Videos
2 hero hero 4096 Nov 26 2010 xml
226 Transfer complete

frp> ?
Commands may be abbreviated. Commands are:

' debug mdir ac send
s dir mget sendport site
account disconnect mkdir put size
append exit mls pud status
ascii form mode quit struct
[be11 get modtime quote system
[binary glob mput recv sunique
[bye hash newsr reget tenex
case help nmap ratatus tick
cd idle nlist rhelp trace
cdup image ntrans rename type

[l chmod lcd open reset user i
close 1= prompt restart umask A
cr macdef passive rmdir werbose I
delete mdelete proxy runique H

o> I 3
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£ root@ubuntu: fvarfcache/bind - o

root@ubuntu:/var/cache/bind$ ftp 10.252.12.244 -
Connected to 10.252.12.244.

220 ProfFTPD 1.3.1 Server (Debian) [
[Name (10.252.12.244:herc): herc
331 Password required for hero
Password:

230 User hero logged in

Remote system type 1s UNIX.

[Using binary mode to transfer files.

PEff£:10.252.12.244]

local: 2: No such file or directory
ftp> ? put

put zend one file
frp> 2 get

get receive file
fep> I

PRAKTIKUM WEB SERVER

] N = ==
£P root@ubuntu: /home/hero =

root@ubuntu: /home/herof apt-get update -
Hit ntop://kebo.vlsm.org maverick Release.gpg

Ign htop://kebo.vlsm.org maverick/main Translation-en US

Ign htop://kebo.vlsm.org maverick/restricted Translation-en US

Ign http://kebo.vlsm.org maverick/universe Translation-en US

Ign http://kebo.vlsm.org maverick/multiverse Translation-en US

Hit nttp://kebo.vlsm.org maverick Release

Hit http://kebo.vlsm.org maverick/main Packages

Hit http://kebo.vlsm.org maverick/restricted Packages

Hit ntcp://kebo.vlsm.org maverick/universe Packages

Hit http://kebo.vlam.org maverick/multiverse Packages

Hit htctp://kebo.vlsm.org maverick/main Sources -
Hit nttp://kebo.vlsm.org maverick/restricted Sources

Hit nttp://kebo.vlsm.org maverick/universe Sources

Hit http://kebo.vlsm.org maverick/multiverse Sources

Reading package lists... Done

root@ubuntu: /home/hezot ||

£ root@ubuntu: /home/hero

rooct@ubuntu: /home/herof apt-cache search apache|grep “apache|mors -
apache2 - Apache HITP Server metapackage

apache2-doc - Apache HTTP Server documentation

apache?-mpm-svent — Apache HITP Server - event driven model

apache2-mpm-prefork - Apache HTTP Server - traditional non-threaded model
apache2-mpm-worker - Apache HITP Server - high speed threaded model
apache?-prefork-dev — Apache development headers - non-threaded MEM |
apache2-threaded-dev - Apache development headers - threaded MPM

apache2-utils - utility programs for webservers

apache2.2-bin - Apache HITP Server common binary files

apache2.2-common - Apache ETTP Server common files

apache?-mpm-itk - multiuser MPM for Apache 2.2

apache?-suexec - Standard suexec program for Apache 2 mod_suexec
apache2-suexsc-custom - Configurable suexec program for Apache 2 mod_susxec
apachetop — Realtime Apache monitoring tool |
rootgubuntu: /home /hero# [

1




#P root@ubuntu: /home/hera

root@ubuntu: /home/herof

root@ubuntu:/home/herof apt-get install apache2

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer reguired:

phps-common

Use 'apt-get autoremove'

The following extra packages will be installed:
apachez-mpm-worker apache2.2-bin apache2.2-common binutils goc-4.5-base
libaprl libaprutill libaprutill-dbd-sglite3 libaprutill-ldap libc-bin
libc-dev-bin 1ibcé libcé-dev libdb4.8 libsglite3-0 libstdc++6 libuuidl
libxml2 phpS-common

Suggested packages:

he2-doc apach

to remove them.

ap. ap om binutils-doc glibc-doc

phpS-suhosin
Recommendsd packages:

manpages-dev
The following packages will be REMOVED:
‘ne2-mpm-prefork Lil d-php5 1ibc-1686 squirrelmail
squirrelmail-locales
The following MEW packages will be installed:
apacheZ-mpm-worker apache?.2-bin goc-4.5-base libaprutili-dbd-sglite3
libaprutill-ldap libc-bin libc-dev-bin libdbé4.8
The following packages will be upgraded:

ap

n

apache2 apache2.2-common binutils libaprl libaprutill libcé libcé-dev

W<
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P roct@ubuntu: fhome/nero

QESSHCET )

[ CK ]

root@ubuntu:/home/hero# nmap localhost

Starting Nmap 4.76
Warning: Hostname localhost resolves to 2 IPFs.
Interesting ports on localhost (127.0.0.1):

( http://mmap.org ) at 2011-11-04 08:20 WIT
Using 127.0.0.1.

Not shown: 985 closed porcs
PORT STATE SERVICE
21/tep open ftp

lz2/tcp  open ssh

25/tcp open  =mtp

53/tcp open domain
80/tecp open http
110/tcp open pop3
111/tcp open rpcbind
139/tcp open netbios-ssn
143/tcp open imap
445/tcp open microsoft-ds
631/tcp open ipp

901/tcp open samba-swat
2049/tcp cpen nis
3306/tcp open mysgl
5300/tcp open vnc

Mmap done: 1 IP address
root@ubuntu:/home/hero®

(1 host up) scanned in 0.18 seconds

(= ]

bl

i Jetc/apache2si il

root@ubuntu:/etc/apache2§
apache2.conf envvars
conf.d nttpd.conf
root@ubuntu:/etc/apache2#

1s
magic mods-enabled
mods-available ports.conf
cd sites-available/

sites-available
sites-enabled

root@ubuntu:/etc/apache2/sites-availablef l=

default default.dpkg-dist default-ss1 hero mail milis
root@ubuntu:/etc/apache?/sites-available# a2dissite www
Site www disabled.

Run '/etc/init.d/apache2 reload' to activate new configuration!
root@ubuntu:/etc/apache2/sites-availablef aZensite www

Enabling site www.

Run '/etc/init.d/apache2 reload' to activate new configuration!
root@ubuntu:/etc/apache2/sites-available# /etc/init.d/apache2 reload
* Reloading web server config apache2

Warning: DocumentRoot [/var/www/mail] does not exist

Warning: DocumentRoot [/var/www/mail] does not exist

Warning: DocumentRoot [/var/www/mail] does not exist

Wi

[ oK1
root@ubuntu: /etc/apache2/sites-available# [
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<VirtualHost #:80>
ServerAdmin webmaster@localhost
ServerName wiww.training.com
DocumentRoOT /var/ww/ W
<Directory />
Options FollowSymLinks
AllowCverride None
</Directory>
<Directory /var/www/>
Options Indexes FollowSymLinks MultiViews
AllowCverride None
Order allow,deny
allow from all
</Directory>

ScriptAlias /cgi-bin/ fusr/lib/cgi-bin/
<Directory "/usr/lib/cgi-bin">
AllowCverride None
Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
Order allow,deny
Zllow from all
</Directory>

Errorlog /var/log/apache/error.log

[-toze—— (572) ]

[@ Mozila Firefox
File Edit View History Bookmarks Tools Help
(&2 O 1025212004

—i

— ~
EA Video - pengertian+web+server+ ~ Elsearch | B Download video amazo|

pengertian web server - Penelusuran ... I (7 Pengertian Web Server - World Friend... - ] W/

It works!

:’@ root@ubuntu: / ! (=] i

rootfubuntu:/# fetc/init.d/dhep3-server restart -
# Stopping DHCP server dhcpd3

* Starting DHCP server dhcpd3

* check syslog for diagnostics.

root@ubuntu:/# cat /etc/dhcp3/dncpd.conf

*
14 sample configuration file for ISC dnopd for Debian
+
H |# Attention: If /etc/ltsp/dhcpd.conf exists, that will be used as
I# configuration file instead of this file.
#
# $Id: dncpd.conf,v 1.1.1.1 2002/05/21 00:07:44 peloy Exp §
*
|

4 The ddns-updates-style parameter controls whether or not the server
will

# attempt to do a DN5 update when a lease is confirmed. We default to
the

# behavior of the version 2 packages ('none', since DHCP w2 didn't

4 nave support for DDNS.)

da pd vle none;

# option definitions common te all supported networks...
option domain-name "example.org":
“opciun demain-name-servers nsl.example.org, ns2.example.org: -




7
2 root@ubuntu: /

root@ubuntu:/# apt-cache search squid|grep “squid|more
squid - Internet ocbject cache (WWW proxy cache)

squid-langpack - Localized error pages for Squid

squid-prefetch - Simple page-prefetch for Squid web proxy
squid3 - A full featured Web Proxy cache (HITP proxy)

squidguard - filter and redirector plugin for Squid

squidtaild - Squid log monitoring program
squidview - monitors and analyses squid access.log files
root@ubuntu:/# apt-get install squid

Reading package lists... Done

Building dependency tree

Reading state information... Done

phpS-common
Use 'apt-get autoremove' to remove them.
The following extra packages will be installed:

squid-commen squid-langpack
Suggested packages:

squidclient squid-cgi logcheck-database resolvconf winbind
The following NEW packages will be installed:

squid squid-common squid-langpack
0 upgraded, 3 newly installed, 0 to remove and 1115 not upgraded.
Meed to get 1343kB of archives.
After this operation, 8372kB of additional disk space will be used.
Do you want to continue [¥/n]? []

sguid-common - Internet object cache (WWW proxy cache) - common files

squid-cgi - A full featured Web Proxy cache (HTTP proxy) - control CGI
squid-deb-proxy - Squid proxy configuration optimized for deb packages
squid-deb-proxy-clisnt - AUTOMATic proxy discovery for apt based on avani

squid3-common - A full featured Web Proxy cache (HTTP proxy) - common files
squid3-dbg - A full featured Web Proxy cache (ETTP proxy) - Debug symbols
squidclient - A full featured Web Proxy cache (HTTP proxy) - control utility

squidguard-doc - filter and redirector plugin for Squid - Documentation

The following packages wers automatically installed and are no longer required:




PRAKTIKUM PROXY SERVER

root@ubuntu:/# cat /etc/apt/sources.list

deb http://kebo.vlsm.org/ubuntu/ maverick main restricted universe multiverse
deb-src http://kebo.vlsm.org/ubuntu/ maverick main restricted universe multiverse
#deb nhttp://kebo.vlsm.org/debian/ lenny main

#deb-src http://kebo.vlsm.org/debian/ lenny main

#deb http://kebo.eepis-its.edu/debian-multimedia/ stable main

root@ubuntu:/# ifconfig echo

eth0 Link encap:Ethernet HWaddr 00:0c:29:4e:0b:db

inet addr:10.252.44.183 Bcast:10.252.44.255 Mask:255.255.255.0
ineté addr: fed 0c:29ff:fede:bdb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:16974¢ errors:0 dropped:0 overruns:0 frame:0

TX packets:5248 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000

RX byrtes:23677613 (23.6 ME) TX byrtes:373400 (375.4 EB)
Interrupt:18 Base address:0x2000

root@ubuntu: /# [|

i

‘

root@ubuntu:/# apt-get update
[Hit http://ksbo.vlsm.org maverick Release.gpg

Ign .vlsm.org maverick/main Translation-en US

Ign .vlsm.org maverick/restricted Translation-en US
Ton .vlsm.org maverick/universe Translation-en US
Ign .vlsm.org maverick/multiverse Translation-en US
IHit .vlsm.org maverick Release

.vlsm.org maverick/main Packages
.vlsm.org maverick/restricted Packages
.vlsm.org maverick/universe Packages
.vlsm.org maverick/multiverse Packages
.vlsm.org maverick/main Sources
.vlsm.org maverick/restricted Sources
.vlsm.org maverick/universe Sources
.vlsm.org maverick/multiverse Scurces
Reading package 1lists... Done

root@ubuntu:/#

root@ubuntu: /# apt-cache search squid|grep ~squid|more

=quid - Internet object cache [(WWW proxy cache)

squid-common - Internet object cache (WWW proxy cache) - common files
zquid-langpack - Localized error pages for Squid

squid-cgi - A full featured Web Proxy cache (HTTP proxy) - control CGI

squid-deb-proxy - Squid proxy configuration optimized for deb packages
squid-deb-proxy-client - Automatic proxy discovery for apt based on avahi
squid-prefetch - Simple page-prefetch for Squid web ProXY

=quid3 - L full featured Web Proxy cache (HITP proxy)

squid3-common - L full featured Web Proxy cache (HITP proxy) - common files
squid3-dbg - A full featured Web Proxy cache (HITP proxy) - Debug symbols
squidclient - & full featured Web Proxy cache (HTTP proxy) - control wtility
squidguard - filter and redirector plugin for Squid

squidguard-doc - filter and redirector plugin for Squid - Documentation
squidtaild - Squid log mORITOring program

squidview - monitors and analyses squid access.log files

root@ubuntu: /£ |

m

Hapt-get install squid3



& root@ubuntiz / o

-
root@ubuntu:/# apt-get -f install -
Reading package lists... Done

Building dependency tree

Reading state information... Done

0 upgraded, 0 newly installed, 0 to remove and 1114 not upgraded.

1 not fully installed or removed.

After this operation, 0B of additional disk space will be used.

||setting up squid (2.7.S5TABLES-2ubuntus)

status: Unknown job: squid

start: Unknown job: squid

dpkg: error processing sguid configure):

subprocess post-installation script returned error exit status 1

Errors were encountered while processing:

squid

E: Sub-process /usr/bin/dpkg returned an error code (1)

root@ubuntu:/#

i

Sub-Process fusr/bin/dpkg returned an error code (1)

1 just installed Debian, and T am upgrading to unstable. When I do the command apt-get upgrade I Sponsored
recieve the an error saying Sub-Process /usr/bin/dpkg returned an error code (1). Ml ke
Hermel Developers

this is the the screen leading up to the error: T
Preparing to replace console-common 0.7.38 (using .../console-common_0.7.40_all.deb) ... Debian GNU

dpkg: error processing /var/cache/apt/archives/console-common_0.7.40_all.deb (--unpack):
subprocess pre-installation script returned error exit status 9

Loading fetc/console/boottime.kmap.gz Debian Project
Preparing to replace libkrb53 1.3.2-2 (using .../libkrb53_1.3.3-1_i386.deb) . T G
Unpacking replacement libkrb53 ——
Preparing to replace libpam-runtime 0.76-16 (using .../libpam-runtime_0.76-19_all.deb) ... e Geme
Unpacking replacement libpam-runtime .

Errors were encountered while processing A,

Jvar/cache/apt/archives/console-common_0.7.40_all.deb
E: Sub-process /usr/bin/dpkg returned an error code (1) om0 T 7 @7 5 seiE sl

I am a newbie, so please be specific in your reply. Thanks a lot for your help in advance.

— 2

After you get that error, try apt-get -f install to force an install of the files that didn't get loaded because of the error. Then try apt-get
upgrade again, apt-get -finstall back and forth until only the package that has the error is left.

. R—— S cgmm s e
2P roct@ubuntu: / S8 mas T B8
python-launchpad-integration python-libsxml2 python-newt python-notify a

python-pkg-resources python-problem-report python-rdflib python-smbe
python-software-properties python-support python-usb python-xapian python-xdg
python-xkit radeontool rarian-compat rdesktop reiserfsprogs rsync samba-doc
sane-utils sgml-data shared-mime-info smartdimmer software-properties—gtk ssh
ssh-askpass-gnome ssl-cert strace sudo sysklogd system—config-printer-gnome
ll svsvinit-utils tangerine-icon-theme tar tasksel tasksel-data tcl&.4 tcpd tcpdump
telnet time toshset ttf-arabeves ttf-bengali-fonts ttf-bitstream-vera
|| ttf-dejavu-core ttf-freefont ttf-indic-fonts-core ttf-kannada-fonts ttf-lao
ttf-opensymbol ttf-oriva-fonts ttf-sazanami-gothic ttf-sazanami-mincho
tti-telugu-fonts ttf-thai-tlwg ttf-unfonts-core ttf-wgy-zenhei tzdata tzdata-java
I ubuntu-docs ubuntu-keyring ubuntu-sounds ubuntu-wallpapers ucf uno-liba3 unzip
update-motd update-notifier-common ure usbutils usplash-theme-ubuntu wuid-runtime
vim vim-common vim-runtime vim-tiny w3m wamerican wbritish whiptail whois
|| wireless-crda wodim x1l-apps xl1l-session-utils x1l-xfs—utils x1l-xkb-utils
x1l-zserver-utils x1lproto-core-dev x1lproto-input-dev x1lproto-kb-dsv xauth
Xbitmaps XcCursor-themes xdg-user-dirs xdg-user-dirs-gtk xdg-utils xfonts-100dpi
xfonts-75dpi xf, b x£ dings xf lable xfonts-utils xinetd
xinit xinput xkb-data xml-core xserver-common xsltproc xtrans-dev zip zliblg
640 upgraded, 0 newly installed, 0 to remove and 474 not upgraded.
1 not fully installed or removed. e
Need to get 261MB of archives. ‘ ‘
After this operation, 76.0MB of additional disk space will be used. 1
Do you want to continue [¥/n]? ] -

2P root@ubuntu: / Si mae " DOOOH = ET

Get:16 http://kebo.vlsm.org maverick/main 1ibbz3-1.0 1.0.5-4ubuntul [45.1kB] -
Get:17 http://kebo.vlsm.org maverick/main perl 5.10.1-12ubuntu? [3757kB]

i [S=t:le nttp://kebo.vlsm.org maverick/main libperl5.10 5.10.1-1Zubuntu? [632kB]

Get:l9 hutp://kebo.vlism.org maverick/main perl-base 5.10.1-12ubuntu2 [977k3]

Get:20 hutp://kebo.vlsm.org maverick/main liblocale-gettext-perl 1.05-6 [21.7kB]

Get:21 http://kebo.vlsm.org maverick/main libtext-iconv-perl 1.7-2 [18.3kB]

|cet:22 http://kebo.vlsm.org maverick/main libtext-charwidth-perl 0.04-6 [11.8kB]

:23 http://kebo.vlsm.org maverick/main libtext-wrapilSn-perl 0.06-7 [9010B]

:24 http://kebo.vlsm.org maverick/main debconf-il8n 1.5.32ubuntu3 [186kB]

125 nttp://kebo.vlsm.org maverick/main debconf 1.5.32ubuntu3 [150k5]

126 nttp://kebo.vlsm.org maverick/main libpamOg 1.1.l-4ubunctul [91.6kB]

127 http://kebo.vlsm.org maverick/main libselinuxl 2.0.94-1 [83.3kB]

128 nttp://kebo.vlsm.org maverick/main base-passwd 3.5.22 [40.5kB]

129 http://kebo.vlsm.org maverick/main base-files 5.0.0ubuntu23 [79.3kB]

:30 http://kebo.vlsm.org maverick/main libpam-modules 1.1.1-4ubuntul [322kB]

:31 http://kebo.vlsm.org maverick/main passwd 1:4.1.4.2-lubuntu3 [875kB]

132 nttp://kebo.vlsm.org maverick/main adduser 3.112ubuntul [120kB]

133 nttp://kebo.vlsm.org maverick/main libpoptd 1.16-1 [33.9kB]

134 http://kebo.vlsm.org maverick/main logrotate 3.7.8-6éubuntul [43.7kB]

135 nttp://kebo.vlsm.org maverick/main libncursesS 5.7+20100626-0Oubuntul [192kB]

136 http://kebo.vlsm.org maverick/main neurses-bin 5.7+20100626-Oubuntul [319kB]
:37 http://kebo.vlsm.org maverick/main lsb-base 4.0-Oubuntug [25.6kB] ‘
138 nttp://kebo.vlsm.org maverick/main openssl 0.9.80-lubuntud [400kB]

5t [Waiting for headers] 1693kB/s 2min 26sf] -

=




EF rooTwuDUNTU:

Most services that use PAM need to be restarted to use modules built for this
new version of libpam. Please review the following space-separated list of
init.d scripts for services to be restarted now, and correct it if needed.

Services to restart for PAM library upgrade:

#P roct@ubuntu: /

Unpacking replacement libpamOg ... -
Setting up libpam0g (1.1.1-4ubuntul)
Cnecking for services that may nesd to be restarted...Checking init scripts...

Restarting services possibly affected by the upgrade:
squid3: stopping...starting...done.

samba: stopping...starting.
l proftpd: stopping...starting
gdm: reloading...done.

cups: stopping...starting...done.

cron: stopping...starting...done.
courier-authdaemon: stopping...starting...done.
atd: stopping...starting...done.

.done.
.done.

Services restarted successfully.

Processing triggers for libc-bin
ldconfig deferred processing now taking place

(Reading database ... 117414 files and directories currently installed.)
Preparing to replace libselinuxl 2.0.65-5buildl (using .../libselinuxl 2.0.94-1 i386.d
=b)

Unpacking replacement libselinuxl

2 root@ubuntu: /

Registering documents with scrollkesper... -
Setting up bass-passwd (3.5.22)

(Reading database ... 117414 files and directories currently installed.)
Preparing to replace base-files Subuntu4 (using .../base-files_5.0.0ubuntu23_i336.deb)

Unpacking replacement base-files

Replacing files in old package dpkg

Frocessing triggers for man—db

Setting up base-files (5.0.0ubuntu23)

Installing new version of config file /ecc/debian version
|Tetslling new version of config fils /ecc/issus
Installing new version of config file /etc/issue.net
Installing new version of config file /etc/lsb-release

(Reading database ... 117417 files and directories currently installed.)

Preparing to replace libpam-modules 1.0.1-9ubuntul (using .../libpam-modules 1.1.1-4ub
untul_i386.deb)

Unpacking replacemsnt libpam-modules

Processing triggers for man—db
Setting up libpam-modules (1.1.l1-4ubuntul)

Installing new version of config file /etc/security/namespace.init

m

root@ubuntu: /

dpkg: error processing squid (--configure): -
subprocess post-installation script returned error exit status 1

Errors were encountered while processing:

squid

E: Sub-process /usr/bin/dpkg returned an error code (1)

root@ubuntu:/# apt-get remove squid

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
samba-doc

|Use 'apt-get autoremove' to remove them.

The following packages will be REMOVED:

=quid

0 upgraded, 0 newly installed, 1 to remove and 474 not upgraded.

1 not fully installed or removed.

[nfter this operation, 1946kB disk space will be freed.

Do you want to continue [¥/n]?

(Reading database ... 122336 files and directories currently installed.)
Removing sguid

status: Unknown job: squid

Processing triggers for man-db

Processing triggers for ufw

root@ubunt:

m

—



root@ubuntu:/# nmap localhost -

Starting Nmap 4.76 ( http://mmap.org ) at 2011-11-05 11:08 WIT
Warning: Hostname localhost resolves to 2 IPs. Using 127.0.0.1.
Interesting ports on localhost (127.0.0.1):

Not shown: 986 closed ports

PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh

25/tcp open  smtp

53/tcp open domain
e0/tcp open http
110/\:cp open pop3
111/tcp open rpcbind
139/tcp open netbios-ssn
143/tcp open imap
445/tcp open microsoft-ds
631/tcp open ipp

201/tcp open samba-swat
2049/tcp cpern nfs
3306/tcp open mysgl

[

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
root@ubuntu:/# [l -

root@ubuntu:/# /etc/init.d/squid3 start o
% Starting Squid HETTP Proxy 3.X squid3

Creating Squid HTTP Proxy 3.x cache structure
2011/11/05 11:09:06| Creating Swap Dirsctories

[ 0K ]

root@ubuntu:/# nmap localhost
Starting Nmap 4.76 ( http://mmap.org ) at 2011-11-05 11:09 WIT
Warning: Hostname localhost resolves to 2 IPs. Using 127.0.0.1.
Interesting ports on localhost (127.0.0.1):
Hot shown: 985 closed porcs
PORT STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh
25/tcp open =mtp
53/tcp  open domain
80/tcp open http
110/tcp open  popd
111/tcp cpen zrpcbind
139/tcp open netbios-ssn
143/tcp open imap
445/tcp open microsoft-ds
631/tcp open ipp
901/tcp open samba-swat
2048/tcp cpen nis
3128/tcp open squid-http
3306/tcp open mysgl E
Nmap done: 1 IP address (1 host up) scanned in 0.21 seconds
root@ubuntu:/# [] -

#P root@ubuntu: fete/squid3 B

root@ubuntu:/# cd /etc/squi -
squid/ squid3/ squirrelmail/

root@ubuntu:/# cd /etc/squid3/

root@ubuntu:/etc/squid3# 1s

errorpage.css msntauth.conf squid.conf

root@ubuntu:/ete/squid3# cp sguid.conf squid.conf.asli

root@ubuntu:/etc/squidss ]

! [ rOOTWUDUNTU: /E1E/SqUIas e —

WELCOME TO SQUID 3.1.6 .

This is the default Squid configuration file. You may wish
to look at the Squid home page (http://www.sguid-cache.org/)
for the FAQ and other documentacion.

The default Squid config file shows what the defaults for
various options happen to be. If you don't need to change the
default, you shouldn't uncomment the line. Doing So may cause
run-time problems. In some cases "none" refers to no defaulc
secting at all, while in other cases it refers to a valid
option - the comments for that keyword indicate if this is the
case.

EE e e T R e e e T

Configuration options can be included using the "include" directive.
Include takes a 1ist of files to include. Quoting and wildcards is
supported.

For example,

include /path/to/included/file/squid.acl.config

Includes can be nested up To a hard-coded depth of 16 levels.

This arbitrary restriction is to prevent recursive include references

from causing Squid entering an infinite loop whilst trying to load
configuration files.

E o T o T e e T T e

8,1 Top -




! B root@ubuntu: fete/squid3 - [E=E=
n The ssl_bump option is required to fully enable -
5 £ the SslBump feature.
4
] name= Specifies a internal name for the port. Defaults to
i the port specification (port or addripert)
3
+ tcpkeepalive[=idle,interval, timeout]
4 Enable TCP keepalive probes of idle connections.
i In seconds; idle is the initial time before TCP starts
H probing the connection, interval how often to probe, and
# timeout the time before giving up.
#
I# If vou run Squid on a dual-homed machine with an internal
+ and an external interface we recommend you to specify the
o internal address:port in http port. This way Squid will only be
B visible on the internal address.
#
#
4 Squid normally listens to port 3128
- t 3128
! TAG: DTLpS_port
# Note: This option is only available if Squid is rebuilt with the
B ——enable-ssl cption
3
+ Usage: [ip:]port cert=certificate.pem [key=key.pem] [options...] A
M E
+ The socket address where Squid will listen for HTTPS client
1076,0-1 198 -

@ Problem loading page - Mozilla Firefox T—_— -t

File "Edit View History. Bookmarks_ Tools Help
1025244183 IS
i ——— 0 - .
), Problem loading page [+ (- "

The connection has timed out

The server at 10.252.44.183 is taking too long to respond.

(i c AWindows\system32\cmd.exe [E=REE

e e e — PP P p—
Hicrosoft Windows [Uersion 6.1.76001
Copyright <c> 2009 Microsoft Corporation. ALl rights reserved.

C:\Users\hero>ping 10.252.44.183

Pinging 10.252.44.183 with 32 bytes of data:
eply from 10.252.44.183 2

oply from 10.252.44.183: hytes—
eply from 10.252.44.183:

eply from 10.252.44.183: bytes=32 time<ims TiL-e4

Ping statistics fn» 10.252.44.183:

Packets: Sent 4, Received = 4, Lost = @ (Bxz loss).,
Maporoxinate round trip times in milii-seconds:
Minimum = @ms, Maximum = @ms, Average = Onms

C:\Users\hero>m
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macaddress arp 09:00:2b:23:45:67

myexample dst_as 1241

password proxy_auth REQUIRED

fileupload reqg mime_type -i “multipart/form-data$
javascript rep mime type -i “application/x-javascript$

Paste

Default:

( - T —— =
BB C\Windows\system32icmd.exe [E=EE] )
_ — —

:\Usersvhero>ipconf ig E

indows IP Configuration

ireless LAN adapter Wireless Network Connection 2:

Media State . . . . . . . . . . . ¢ Media disconnected
Connection-specific DNS Suffix . :

Ethernet adapter Local Area Connection:

Media disconnected
eepis—its.edu

Media State . - . . . . . . . . .
Connection-specific DNS Suffix .

ork
ork

ireless LAN adapter Wireless Network Gonnection:

Conncction—specific DNS Suffix . : cepis—its.cdu
Link-local IPu6 Address feBB::7914:h78d:39758eFBx11 pal network
1Pv4 Address. . . . . 18.252.44.169 k range

Subnet Mask . _ . . . 755,255, 255.0 plugged) machines
Default Gateway - . - 18.352.44.1

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix . :
<]

ge:16 0f 16 | Words:10 | 88 |
— = - Al e . 1221PM

T
"y

—
@\ i 9ty - - NS i Adrin [Compatibiley Mode] - Micrasaf: Word = 2 |
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2 root Qubntu feirsquid3

=3 Copy i Examples:
et - Format Painter “’ L U -oae % X A"“?' A'J B acl macaddress arp 09:00:2b:23:45:67
Epead B C:\Windows\system3Z\cmd.exe # 2cl mysxample dst_as 1241
i acl password proxy_suth REQUIRED
N S i acl fileupload req mime type —i “multipart/form-data$
£ acl javascript rep mime type -i “application/x-javascript$
indows IP Configuration &
#Defaulc:
ireless LAN adapter Wireless Metwork Connection 2: # acl all src all
#
Media State . - . . . . . . . . . : Media disconnected M
Connection-specific DN§ Suffix . = . . .
# Recommended minimum configuration:
thernet adapter Local Area Gonnection: :

manager oo
localhost
to_localhost

cache_cbject
127.0.0.1/32
127.0.0.0/8 0.0.0.0/32 ::1

Media disconnected
eepis—its.edu

Media State . . 5 Ol A Aag o o
Connection—-specific DNS Suffix .

ireless LAN adapter Wireless Metwork Connection:
10.252.44.0/2%

Connection—specific DNS Suffix . = eepis—its.edu
Link-local IPv6 Address . . . . . fe80::7714:b78d:=3975:8efBx1.
éa;gegdggis- IR égézggg“gég ; # Example rule allowing access from your local networks.
Default Gateway . . . . - . . . . = 18.252.44.1 # Adapt to list your (internal) IF networks from where browsing
# should be allowsd
Ethernet adapter Local Area Connection 2: $acl localnet src 10.0.0.0/8 # RFC121% possible internal network
Connection—specific DN Suffix . : #acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
1 #acl localnet src 192.168.0.0/16 4 RFC1918 possible internal network

#acl localnet src fcO /7 # RFC 4193 local private network range
#acl localnet src £e20::/10 # RFC 4291 link-local (directly plugged) machines

1 SSL ports p

647,1
-cs——————
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52 Copy

-# Format Painter
Clipboard o Font 5} #B root@ubuntu: fete/squid3

# INSERT YOUR OWN RULE (S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
+

34 Find -

2. Replace

R

\B I U - abe x, X A.-Hiﬁ?-Av

aagbcede AaBb( AaBbC: AaBb( AaBbCcl 4csbceDc AaBbCcDt
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Paste
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Change

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

#nttp_access allow localnet

5= allow localhost

adapted bfftp_access
Bllowing or Denying access based on defined access lists

Essentizlly identical to hutp_access, but runs afrer redirectors
and ICAP/eCAP adaptation. Allowing access concrol based on their
output.

If not sec then only hoop_access is used.
#Defaulc:
# none
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Epea B C\Windows\system32\cmd.exe [= B & B 5 Editing

:\Usewnssherodipconfig 'E @ubuntu: fetc/squid3 .! E_

indows IP Configuration
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root@ubunctu:/etc/squidi$ vim squid.conf -
. . root@ubuntu:/etc/squid3# /erc/init.d/squid3 restart
ireless LAN adapter Wirelesy | . Restarting Sguid HTTP Proxy 3.x sguid3

Media State . _ . . . . _ Waiting...

Connection-specific DNE §i
Ethernet adapter Local Area
Media State . . EE.
Connection—specific DNS S

ireless LAN adapter Wireles

Connection—specific NS SHll - creating Squid HITP Prowy 3.x cache structure
1Pud Rddeess. . . . . . .||2011/11/05 11:29:18| Creating Swap Directories
Bubnet Mask . . . . . . .

Default Gateway . . . . root@ubuntu:/etc/squiass |

Ethernet adapter Local Area (|

Connection-specific DNS Si|
[ R
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10.252.44.183
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http://10.252.44.183/ |

It works!
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B root@ubuntu: /etc/squid3

root@ubuntu:/etc/squid34 vim squid.conf
root@ubuntu:/etc/squid3# /etc/init.d/squid3 restart
# Restarting Squid HITP Proxy 3.x sqguid3
Waiting...

Cresating Squid ETTP Proxy 3.x cache structure
2011/11/05 11:28:18| Creating Swap Directoriss

[ CK ]

[ox]

root@ubuntu:/etc/squid3# I

.
£P root@ubuntu: fetc

Server:
2ddress:

183.44.252.10.
[183.44.252.10.
183.44.252.10.

64 bytes from
64 bytes from

183.44.252.10.1

root@ubuntu:/ete# nslookup 10.252.44.183

10.252.44.183
10.252.44.183%53

in-addr.arpa nsl.training.com.

.arpa www.training.com.
.arpa mail.training.com.
.arpa name = milis.training.com.

root@ubuntu:/etc# nslookup www.training.com

Server: 10.252.44.183
Address: 10.252.44.183#53
Name:  www.training.com

2ddress: 10.252.44.183

root@ubuntu:/etc# ping www.training.com
PING www.training.com (10.252.44.183) 56(84) bytes of data.

milis.training.com (10.252.44.183): icmp req=1 tt
mail.training.com (10.252.44.183): iemp_reg=2 ttl
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It W()]“ks! B8 C:\Windows\system32\cmd.exe

C:\Usersvherodping wuw.training.com

Pinging waw.training-con [18.252.44.1831 with 32 bytes of data:
Reply from 10.252_44_183: byte: 2 time=: TITL=64
Reply from 10.252_44.183: hyte

Ping statistics For 10.252.44.183:
Packets: Sent = 3, Received = 2, Lost = @ ¢
Approximate round trip times in milli-seconds:
inimun = @ms, Maxinum = 2ms, Average = ims
Control-C

2 time<ims IT:

G:\Userssherodping mail.training.com

Pinging mail.training.com [1A.252.44.1831 with 32 hytes of data:
Reply from 18.252.44.183: hyte 2 time{ims TT
Reply from 18.252.44.183: hytes=32 time{ims TTL=64

Ping statistics for 10.252.44_183:
Packets: Sent - 2, Reccived - 2, Lost - @ <Bx loss).
fpproximate round trip times in milli-seconds:
inimun = Bns, Maxinum = Bns, Average = Bms
Control—C

C:\Users\hero>

al i




(@) Problem loading page - Moxilla Firefox
File Edit
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&l CAWindowssystem32\emd.exe

G:\Userssherodping ww. training.com

Pinging i training.con [18.252.44.183] with 92 hytes of data:
Reply from 10.252.44.183: byt time<ins IT
Reply from 10.252.44.18 hytes—32 tinetine Tt

Ping statistics for 10.252.44.183:
Packets: Sent = 2, Received = 2, Lost =

B2 loss),

inimum = Bms. Maximum = Bms. Average = Oms
Gontrol-C

C:\Users\herodping mail_training.con

Pinging nail training con [10.252.44.1831 with 32 bytes of data:
Reply from 10.252.44.183: bytes=33 time<ims TT

Ping statistics for 10.252_44. 153'

Packets: Sent - 1, Reccived - 1, Lost - B <Bx loss).

Ppproxinate round teip times in milli-secon
n - Bns, Maximum - Bns, Aucrage - Bms

Contzral-C

C:\Users\hero’

4] n,

http://10.252.44.183/

=
http://www.training.com/ (4 Problem loading page

The proxy server is refusing connections

Firefox is configured to use a proxy server that is refusing connections.

m Check the proxy settings to make sure that they are correct.

= Contact your network administrator to make sure the proxy server is working.
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# # match against a named cache_peer entry
H # =et unigue name= on cache_pesr lines for relisble use.
*
H acl aclname time [day-abbrevs] [hl:ml-h2:m2]
# 4 [fast]
£ # day-abbrevs:
# ¥ 5 - Sunday
# ¥ M - Monday
H # T - Tuesday
H # W - Wednesday
H # H - Thursday
* $ F - Friday
# ¥ % - Saturday
# # hl:ml must be less than h2:m2
*
H aclname url regex [-i] “http:// ...
H regex matching on whole URL [fast]
#
" situs2 u -i www.training.com
H acl aclname urlpath regex [-1] \.gif§
H # regex matching on URL path [fast]
513,1

11/23/2011



+ We sctrongly d the following be to protect innocent
# web applications running on the proxy server who think the only

# one who can access services on "localhost" is a lecal user
#nttp_access deny to_localhost

*
4 INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
*

Exanple rule allowing access frem your local networks.

Adapt localnet in the ACL section to 1list your (internal) IP networks
from where browsing should be allowed

http access allow localnet

T c allow localhost

Ty

allow groupl

allow situsl

# And finally deny 21l other access to this proxy
ttp ac deny all

4+ TAG: adapted nttp_acBess
+ Bllowing or Denying access based on defined access lists

802,24

root@ubuntu: /ete/:

root@ubunt: etct od squid
squid/ squid3/
root@ubuntu:/etc# cd squid3/

root@ubuntu:/etc/squid3# ls

errorpage.css msntauth.conf squid.conf squid.conf.asli
root@ubuntu:/etc/squid3# vim squid.conf
root@ubuntu:/etc/squid3$ /etc/init.d/squid3 restart

* Restarting Squid ETTP Proxy 3.x squid3

Waiting...

"
-
«
*
*
®
®

Creating Squid HTTF Proxy 3.x cache structurs
2011/11/05 12:13:21| Creating Swap Directories

root@ubuntu:/etc/squid3s I

[ OK ]

[ox]

-
P roct@ubuntu: fete/squid3

root@ubuntu:/etc/squid3f ht

| fi|ntcacheclean ntdbm ntdigest ntpasswd httxc2dbm
root@ubuntu:/etc/squid3# htpasswd /etc/squi
wH |squid/ squid3/ squirrelmail/

root@ubuntu:/etc/squid3# htpasswd fetc/squid

squid/ squid3/

lroot@ubuntu:/etc/squid3¥ htpasswd /etc/squid3/passwd userl

lhtpasswd: cannot modify file /etc/sqguid3/passwd; use '-c' to create it
root@ubuntu:/etc/squid3# htpasswd -c /etc/squid3/passwd userl

New password:

Re-type new pasaword:

Rdding password for user userl

root@ubuntu:/ete/squidsf ]

©

a|
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P root@ubuntu: /etc/squid3

root@ubuntu:/etc/squid3# ht

htcacheclean htdbm htdigest htpasswd httxt2dbm
root@ubuntu:/etc/squid3$ htpasswd /etc/squi
squid/ squid3/ squirrelmail/

root@ubuntu:/etc/squid3# htpasswd /etc/squid

squid/ squid3/

root@ubuntu:/etc/squid3$ htpasswd /etc/squid3/passwd userl

|[ntpasswd: cannot modify file /etc/squid3/passwd; use '-c' to create it
lruut@ubun:u:/e:c/squids# ntpasswd -c /etc/squid3/passwd userl

New paszsword:

| |[Re-type new password:

Adding password for user userl
root@ubuntu:/etc/squid3$ 1s -la

llcotal 428

| |drvxr-xr-x 2 root root 4096 2011-11-05
druxr-xr-x 145 root root 12288 2011-11-05 .
errorpage.css

1 root root 1547 2010-09-20

1 root root 421 2010-08-20 msntauth.conft
1 root root 20 2011-11-05 pasawd

1 root root 198996 2011-11-05 squid.conf

1 root root 188764 2011-11-05 squid.conf.asli

root@ubuntu: /etc/squids$

|<III




§ B root@ubunts: fetc/squid3

passwd

root@ubuntu:/etc/squid3# 1s /usr/lib/squid3/

digest_ldap_auth ntlm smb_lm auth squid_kerb_suth_test
digest_pw_auth pam_auth squid_ldap_suth
diskd pop3.pl aquid_ldap_group
getpwname_auth sasl_auth squid radius auth
ip user check smb_auth squid_session
|lmsnt_auth smb_auth.pl squid_unix_group
ncsa_auth smb_auth.sh unlinkd
negotiate_kerb_auth squid db_auth wbinfo_group.pl
negotiate_kerb _auth test squid kerb auth vp_auth

root@ubuntu:/etc/squid3$ 1ls /usr/lib/squid3/ncsa_auth

root@ubuntu:/etc/squid3#

root@ubuntu:/etc/squid3$ 1=

errorpage.css msntauth.conf passwd squid.conf squid.conf.asli
root@ubuntu:/etc/squid3$ ls passwd

root@ubuntu:/etc/squid3# ]

LEd
|

ex

&%

# none

e frac:
#

Examples:

##Recommended minimum configuration per scheme:

##auth_param negotiate program <uncomment and complete this line to activate>
##auth param negotiate children 5

##auth param negotiate keep alive on

##auth_param ntlm program <uncomment and complete this line to activate>
##auth_param ntim children 5
##auth param ntlm kesp alive on

##auth param digest program <uncomment and complete this line»
##auth_param digest children 5

##auth_param digest realm Squid proxy-caching web server
##auth param digest nonce_garbage_interval 5 minutes

##auch param digest nonce max duration 30 minutes

##auth param digest nonce_max_count 50

##auch param basic program <uncomment and complete this lines
##auth param basic children 5

##auth param basic realm Squid proxy-caching web server
##auth param basic credentialsttl 2 hours

#Default:

authenticate cache garbage interval
The time period betwesn garbage collection across the username cache.
238,3

nakan ncsa_auth helper | My Littie
Tools Help
m/2009/05/11

uid-prowy-authentication-menggunakan-ncsa_auth-helper/
N

Installing Squid .. * |

ony: Aute.. % | 3 Howtor Squid prow. | {-] How to Squid prow. < |
-

susr-lib-squid-ncss_auth

Step # 3: Configure nsea_auth for squid proxy authentication

Now open [ete/squid/squid.conf file

# vi Jetc/squid/squid.conf

Append (or modify) following configration directive:

auth_param basic program /usr/lib/squid/nesa_auth /etc/squid/passwd
auth_param basic children 5

auth_param basic realm Squid proxy-caching web server

auth_param basic credentialsttl 2 hours

auth_param basic casesensitive off

Also find out your ACL section and append, modify
acl ncsa_users proxy_auth REQUIRED
http_access allow ncsa_users

Save and close the file.

Where,

= auth_param basic program /usr/lib/squid/nesa_auth
Jete/squid/passwd : Specify squid password file and helper program

location







